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In This Issue 

1.  Automatic Updating Mini-Quiz   – 2. Malware      – 3. Scams and Hoaxes   – 4.  Microsoft 

and Apple Security Updates  – 5.  Security Screw-Up of the Month   – 6.  Security Newsbytes 

1. Automatic Updating Mini-Quiz 

1. Enabling automatic software updating on your Mac or PC: 

a. Eliminates the need to download and install patches and updates manually 

b. Ensures that critical security updates will be installed for you 

c. May not do much to keep your computer safe or working well 

d. Ensures that you are informed when an update doesn’t install properly 

 

2. Auto-updating will not be effective unless: 

a. Your computer is powered on 

b. Your computer is connected to the Internet 

c. The auto-update program is working 

d. You’ve opted to have updates installed automatically 

e. All of the above 

 

Answers appear at the end of this OUCH. 

2.  Malware 
 

OSX.RSPlug.a. A Mac Trojan, which made headlines when it began infecting pornographic 

websites six weeks ago. More than 39 variants for both Macs and PC’s have emerged since then. 

The malware shunts users to other porn and phishing websites. 

More information: 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=904499

8 

http://news.cnet.co.uk/software/0,39029694,49294078,00.htm 

 

WinFixer. Rogue anti-spyware or scareware* that has recently found its way into banner ads 

served by DoubleClick .  Once established on a PC, WinFixer begins pummeling its owner with 

exaggerated pop-up alerts about their computer being infected. WinFixer itself poses no real 

threat, and the hyperactive warnings are a hard sell.  

More information: http://www.theregister.co.uk/2007/11/13/doubleclick_distributes_malware 

http://www.eweek.com/article2/0,1895,2215635,00.asp 

http://www.spywareguide.com/product_show.php?id=2263 

* Scareware:  Software designed to shock, frighten, or badger unsuspecting users into purchasing 

unneeded security products. 

 

Win32.AutoRun.ah. Win32.AutoRun.ah.  A virus targeting World of Warcraft players, that 

searches for WoW passwords (and other lesser known Chinese online games), and sends them to 

a server located in China. It also deletes other similar viruses and can disable virus detection 

software. The virus first appeared on Maxtor brand external hard drives fresh from the factory in 

China. 

More information: http://www.seagate.com/www/en-

us/support/downloads/personal_storage/ps3200-sw 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9044998
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9044998
http://news.cnet.co.uk/software/0,39029694,49294078,00.htm
http://www.theregister.co.uk/2007/11/13/doubleclick_distributes_malware
http://www.eweek.com/article2/0,1895,2215635,00.asp
http://www.spywareguide.com/product_show.php?id=2263
http://www.seagate.com/www/en-us/support/downloads/personal_storage/ps3200-sw
http://www.seagate.com/www/en-us/support/downloads/personal_storage/ps3200-sw
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3.  Scams and Hoaxes 

 

Bait: ñMerry Christmas Virusò – An email warning that a new and very destructive virus is 

being distributed as an attachment named "Merry Christmas.‖ Opening the attachment will 

supposedly activate an "Open Log Fire" that will "burn" the hard drive in your computer and 

damage it beyond repair. This is another incarnation of a long-running virus hoax email. 

More information: http://www.hoax-slayer.com/merry-christmas-virus-hoax.shtml 

 

Bait: Phishers Go ñVishing*ò – First, you receive an attention-grabbing email that says: ―Please 

notice that your VISA card is now disabled and you will not be able to use it." Next, you are 

instructed to call the provided toll-free number to reactivate your credit cards. Then, an 

interactive voicemail message asks you to key in your card number. The scam is that your card 

was never deactivated in the first place, and if you fall for the rest, you’ve revealed your account 

number to a world of criminals. 

More information: 

http://news.cincypost.com/apps/pbcs.dll/article?AID=/20071119/NEWS01/711190375 

* Vishing:  Short for voice phishing. 

 

Bait: Phony Complaints – An email addressed to you, and apparently sent by the US 

Department of Justice (DOJ), or the Better Business Bureau (BBB) with an attachment that is 

supposed to contain details about a complaint filed against you or your company. However, the 

attachment contains malware hidden in screensaver files. A Canadian variation features a scam 

email from the Canada Revenue Agency (CRA), replete with official logos and an embedded 

link, on which the recipient is asked to click in order to read the details. However, the link leads 

to a website infested with malware, and visiting it sets up your computer for a drive-by download. 

More information: 

http://blog.washingtonpost.com/securityfix/2007/11/a_fresh_round_of_targeted_emai.html?nav=r

ss_blog 

http://www.marketwire.com/mw/release.do?id=794619 

4.  Microsoft and Apple Security Updates 

 

Microsoft provides free security updates for Windows, as does Apple for Mac OSX and the 

iPhone. 

Windows: Microsoft issues patches for all Microsoft products on the second Tuesday of each 

month as well as out-of-cycle patches on any day of the month. The next scheduled release date is 

December 11th. Check manually too, once every two weeks, to make sure all of the updates have 

been installed. 

More information: http://www.microsoft.com/athome/security/default.mspx 

OS X: Updates are issued frequently, and their contents may differ depending on which processor 

is in your Mac (PPC or Intel). 

More information: http://www.apple.com/support/downloads/ 

iPhones: Must be updated manually: http://docs.info.apple.com/article.html?artnum=305744 

5.  Security Screw-Up of the Month 

 

Her Majestyôs Revenue and Customs Office Loses Personal Data on 25 Million British 

Citizens 

The head of Her Majesty’s Revenue and Customs (HMRC) has resigned after it was revealed that 

sensitive personal information on 25 million Britons was ―lost in the post.‖ The loss is the UK's 

largest data loss ever, and probably the largest such screw-up in history by a government agency.  

http://www.hoax-slayer.com/merry-christmas-virus-hoax.shtml
http://news.cincypost.com/apps/pbcs.dll/article?AID=/20071119/NEWS01/711190375
http://blog.washingtonpost.com/securityfix/2007/11/a_fresh_round_of_targeted_emai.html?nav=rss_blog
http://blog.washingtonpost.com/securityfix/2007/11/a_fresh_round_of_targeted_emai.html?nav=rss_blog
http://www.marketwire.com/mw/release.do?id=794619
http://www.microsoft.com/athome/security/default.mspx
http://www.apple.com/support/downloads/
http://docs.info.apple.com/article.html?artnum=305744
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Two CD’s were sent by a junior employee at an HMRC office in Northern England by courier to 

the National Audit Office, but failed to arrive. While the CD’s were password-protected, HMRC 

has refused "on security grounds" to reveal whether the information on them was encrypted or 

not. The information consisted of the names, addresses, dates of birth, child benefit numbers, 

National Insurance numbers, and bank or building society account numbers. UK officials were 

quick to offer assurances that there is no evidence that the data has fallen into the hands of 

criminals or has been misused. 

More information: http://www.vnunet.com/vnunet/news/2203916/hmrc-boss-resigns-loss 

http://news.bbc.co.uk/1/hi/uk_politics/7103566.stm 

http://news.bbc.co.uk/2/hi/uk_news/politics/7104368.stm 

6.  Security Newsbytes 

 

Vets Respond to Stolen VA Notebook with Lawsuits 

A laptop and hard drive, stolen in 2006 during a burglary at the home of a Veterans Affairs 

employee, contained the names, Social Security numbers, and birthdates of veterans discharged 

since 1975—in all about 26.5 million Americans, and at the time the worst-ever breach of 

government data. Although the equipment was later recovered and the FBI claimed that the 

sensitive files were neither compromised nor accessed, a Federal judge has questioned the 

Veterans Affairs Department's computer security and ruled that lawsuits filed against the VA may 

go forward. Vets claim they have suffered embarrassment, mental distress, and emotional trauma, 

and must continue to contend with the threat of identity theft.  

More information:   
http://ap.google.com/article/ALeqM5gqGfy6HNMsTyAGUesRe43dQCGsDgD8SV20PO2 

 

Online Merchants...Naughty or Nice? 

During this holiday season, it is estimated that as many as one consumer in three will shop for 

gifts for friends and family online. In 2006 the Federal Trade Commission reported more than 

674,000 victims of identity theft and fraud and an estimated $1.1 billion in losses. Internet-related 

complaints accounted for nearly one-half. Here are eight tips for safer online shopping: (1) Know 

the online merchant. (2) Ensure that you are shopping on a secure website. (3) Review privacy 

and security policies for the companies with which you do business online. (4) Be proactive in 

protecting your security. Install anti-virus software, anti-spyware software, and a personal 

firewall, and keep them updated.  (5) Do not use personal information for passwords. (6) Monitor 

financial activity regularly.  (7) Be aware that international security and privacy standards may be 

different. (8) Beware of phishing emails that appear to be from trusted merchants. 

More information: http://www.eds.com/news/releases/4130/ 

http://www.safeshopping.org/security.shtml 

 

TJX, Visa, Banks Reach Agreement  

Retailer TJX has agreed to reimburse banks up to $40.9 million as a result of the largest 

commercial data breach in history in which as many as 100 million credit and debit card accounts 

were compromised in 2005-06.  TJX, the parent of discount chains including TJ Maxx and 

Marshalls, reached a deal with credit card network Visa Inc. to pay some of the costs of reissuing 

cards and covering fraud losses at banks that issue Visa products. TJX also said it would help 

promote new security standards that Visa, MasterCard Inc., and banks have struggled to persuade 

merchants to accept. In return, the banks would agree not to sue TJX or its partners, and Visa 

would suspend some fines it levied after the breach. 

More information: 

http://www.boston.com/business/globe/articles/2007/12/01/tjx_agrees_to_reimburse_banks/ 

 

 

http://www.vnunet.com/vnunet/news/2203916/hmrc-boss-resigns-loss
http://news.bbc.co.uk/1/hi/uk_politics/7103566.stm
http://news.bbc.co.uk/2/hi/uk_news/politics/7104368.stm
http://ap.google.com/article/ALeqM5gqGfy6HNMsTyAGUesRe43dQCGsDgD8SV20PO2
http://www.eds.com/news/releases/4130/
http://www.safeshopping.org/security.shtml
http://www.boston.com/business/globe/articles/2007/12/01/tjx_agrees_to_reimburse_banks/
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Apple Fixes Leopard, Delivers Safari 3, and Updates Tiger 

Apple has pushed out a pair of operating-system updates. The 10.4.11 update for Tiger fixes 

various bugs in OS X, and includes Apple's new Safari 3 browser. Users of Apple's new Mac OS 

X 10.5, a.k.a. ―Leopard,‖ will want to be sure to download and install 10.5.1 update, released just 

20 days after Leopard's release. The Leopard update addresses two security issues: a serious bug 

that could eat your files if you tried copying them to an external drive and the transfer was 

interrupted, and a confusing setting in Leopard’s software firewall. 

More information: 

http://blog.washingtonpost.com/fasterforward/2007/11/apple_polishes_a_few_recent_re_1.html 

http://www.zdnetasia.com/news/security/printfriendly.htm?AT=62034417-39000005c 

 

************************************************************************ 
OUCH December Security Mini-Quiz Answers 

1. c. May not do much to keep your computer safe or working well. Why not? See #2. 

2. e. All of the above. And keep in mind that some software products require manual updating. 
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